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EXECUTIVE SUMMARY

The ENCORE project aims to increase the share of renovated stock in Europe and
worldwide by providing effective and affordable BIM tools that cover the whole
renovationlife-cycle. The tools shall support all the actors in the renovation process,
facilitating costeffective renovation projectachieving higher energy efficiency and
comfort levels.

This deliverable describes the Building Monitoring & Diagnostics ServiBé4oS)
platform. The BMoS is considered an External System as defined by the ENCORE
architecture in Deliverable D1.4.

This document presents a Sensor Network demonstrator, capable of monitoring
environmental, energy consumption and user behaviour vaidablesupport energy
efficiency and comfort parameters optimization throughout a building lifecycle.

The service REST API is presented in detail supported with programming examples to
allow the consortium partners to develop other services that consundeatiea K P |
produced by the described sensor network platform.
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ABBREVIATIONS
4G (LTE)

API

Blockchain

BMS

Daemon

Ethernet

HTTP

ISO

JSON

KNX/EIB

LAMP

M2M

Is a local and widearea mobile platform supporting high peak data re

Is a computing interface which defines interactions between multiple
software intermediaries. It defines the kinds of calls or requests that
be made, how to make them, tregalformats that should be used, the
conventions to follow.

Is a system of recording information in a way that makes it difficult o
impossible to change, hack, or cheat the system. A blockchain is es
tially a digital ledger of transactionisdt is duplicated and distributed
across the entire network of computer systems on the blockchain.

Stands for Building Management System, otherwise known as a buil
automation systenBAS).

In multitasking computer operatisgstems, a daemon is a computer
gram that runs as a background process

Is the traditional technology for connecting devices in a wired local ¢
network (LAN) or wide area network (WAN). It enables devices to cc
municate with each other vaprotocol, which is a set of rules or com-
mon network language.

Is a protocol that defines a sequence of network regegsbnse trans-
actions.

Stands for International Organization for Standardization.

JavaScript Objed¥lotation is an open standard file format and data in
change format that uses hura@adable text to store and transmit date
objects consisting of attributealue pairs and arrays (or other serialize
ble values).

Is an open standard (see EN 50090, ISO/IEC 14543) for commercia
domestic building automation.

Is an acronym of the names of its original four epearce components
the Linux operating system, the Apache HTTP Server, the MySQL r
tional databse management system (RDBMS), and the PHP prograr
ming language.

Meansdirect communication between devices using any communica
channel, including wired and wireless.

Version 1.0
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Modbus

MQTT

OpenAPI

RESTfull

RS485

SDK

SGW

TCP/IP

URI

WebSocket

Wi-Fi

Wireless M-BUS

Is a data communications protocol originally published by Modicon (
Schneider Electric) in 1979 for use with its programmable logic cont
lers (PLCs).

Is an open OASIS and ISO standard (ISO/IEC 20922) lightweight,
lish-subscribe network protocol that transports messages between c
vices.

Defines a standard, languaggnostic interface to RESTful APIs which
allows both humans and computers to discover and understand the
bilities of the service withowdccess to source code, documentation, ¢
through network traffic inspection.

Is a software architectural style that defines a set of constraints to b
for creating Web services. Web services that conform to the REST ¢
tectural style, deed RESTful Web services, provide interoperability b
tween computer systems on the Internet.

Also known as TIA485(A) or EIA-485, is a standard defining the ele«
trical characteristics of drivers and receivers for use in ssrmmunica-
tions systems.

Is a software development kit with a collection of software developmr
tools in one installable package

SmartGateways platform framework.

Is an internet communications protocol suite used on the Internet ar
similar computer networks

Is a string of characters that unambiguously identifies a particular re
source

Is a computer communications protocol, providing-fluplex communi-
cation channels over a single TCP connection

Is a family of wireless network protocols, based on the IEEE 802.11
ily of standards.

Standard EN1375%4:20142) specifies the RF communication link be
tween water, gas, heat, and electric meters and the data collecting ¢
vices.

X10 Is a protocol for communication among electronic devices used for |
automation (domotics)t primarily uses power line wiring for signalling
and control.

Version 1.0 Page 7
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XML Extensible Markup Language is a markup language that defines a s
rules for encoding documents in a format that is both heneaable
and machinegeadable.

Zighee Is an IEEE 8025.4based specification for a suite of hitgvel commu-
nication protocols used to create personal area networks with small,
power digital radios, such as for home automation, medical device d
collection, and other loyower lowbandwidth needs, dgmed for
small scale projects which need wireless connection.

Version 1.0 Page 8
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1. INTRODUCTION

1.1 DOCUMENT PURPOSE

The main objective of ENCORE is to increase the share of renovated stock in Europe and
Worldwide by providing effective and affordable BIM tools that cover the whole
renovation life cyclg¢from data collection to project execution, commissiefivery,and
performance monitoring). Building energy retrofit works are conducted to improve
energy efftiency (EE), and reduce envimental footprint, while improving indoor
environmental quality (IEQ)i.e., thermal, acoustic, visual, comfort, indoor air quality,
health, etc.) and the overall existing building quality (building materials, components,
equipment properties and performances being obviously subject to decay). The objective
of the work described on this report is to provide the necessary tools to iemplére
building monitoring service to access in raaie the energy and comfort performance of

a building.

Work package 4 main objective is to design, implement and test the energy savings and
simulation services. This work package provides the necessaly to retrofit the
findings of the models into the Knowledge Extraction and Object Enhancement service
(KEES-WP2) and Construction Project Management-Sygiem (CPMS WP3). This

WP also provides the monitoring and diagnostic service (eBPMS) favhbke life of

the building, to ensure the nalegradation of the EE and Comfort parameters. This work
package also enhances the ontology produced on Task 2.4 enhancing it the EE parameters.

The main goal of the deliverable BBuilding Monitoring & Diagrostics Services (BM)
prototype is to develop tools for continuous monitoring of energy consumption and
comfort parameters, and to store this data in the cloud. The data is accessible to other
ENCORE services/engines/apps part of the overall platform.

This document refers to the work done on the T4.3 and the overall explanation of
developed functionalities.
1.2 DOCUMENT STRUCTURE
This deliverable presents thein components and specifications for the development of
a Building Monitoring platform.
A Starting on te methodology to collect and store sensor data.

A Presenting the SmartGateways developriramework for addressing system and
data interoperability of sensor networks.

Addressinghe limitations of the pilot case sensor network.

N >\

A Describing in fulldetail the processes to share sensor information with other project
service modules.

A Conclusions.

Version 1.0 Page 10
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2. COLLECTING DATA FROM SENSORS

2.1 COLLECTED DATA PROPERTIES

The raw data acquisition is made by sensors connected to a local gateway running a Linux
operating gstem. This gateway is responsible for collecting local data anditstenthe

Cloud Serveffor storage formatting and malkng it availableto other applications by
means of a RESTAPI?,

The gateway and sensors must be installed on the premises ahtiane an internet
connection for connecting to the Cloud Server. The gatewaysskatalocally up to three
months and synchronizes with the Cloud Server when an internet connectiaas
available.

The collected data record is composed by 4 valubsrfvapplied):
A MAX T The maximum value registered (value read by the sensor) during the time
sampling period
A MIN i The minimum value registered during the tisanpling period.
A AVG T The average value for the current time samptiagod.
A COUNTT/ Number of readings executed during the time sampling period.

The default time sampling period is 15 minutes and can be aggregated in multiples of 15.
For example, when requesting data & particular sensor reading, one of the query
parametersi 2s0thepmagent i nsgmptedineninates.t er v al

LREST1 is a software architectural style that defines a set of constraints to be used for creating Web servicesiit#slthegrconform to the
REST architectural style, called RESTful Web services, provide interaligrebtween computer systems on the Internet.

2 API i is a computing interface which defines interactions between multiple software intermediaries. It defines the kinds céaadists that can
be made, how to make them, the data formats that sheulded, the conventions to follow.

Version 1.0 Page 11
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2.2 SMART GATEWAYS FRAMEWORK

The SmartGateways framewof8GW) offers interoperability between a diverse range
of heterogeneous devices and platfor ms
intelligen® sensorsand actuators into the 10T (Internet of Things) domain to create
intelligent applications.

SmartGateway

Personalised Control & Interface

C}

Internet & Cloud

Future Internet

(Lo1) 193018 198[00 fenUIA
IvAE1adIN

(1019dAH ‘I VM-I 'S19%00S GaM)

dIANS ‘dIDLN ‘OLN ‘SNAPOIA ‘0TX ‘@30b1Z ‘one-Z ‘SONY ‘aiF
/XN ‘NVO ‘8SN ‘U ‘BofeuY ‘O, ‘felIsS ‘IdS :S|090101d % SW0D

Figurel - SmartGateways framework.

The SGW consists of an fHaggregator/ pr ox)
several client service moduleBhe daemon is responsible for thigh-level functions
andacts as a O6Messodupese Broker o6 for all m

All modules run on separated threads and can be built with any programming language
(C, C++, .NET, PHP, Java, eft.using the contexfree grammar SDHAPI for
communications with the daemonhe service modules can run locally (on the same
hardvare) or remotely (different hardware platforms), this allows harnessing the
processing power and other hardware features from @hiEway devicesising a
Distributed System philosophy.

All communications between the different modules and the daemosuppsrted by
encrypted TCP/IR A Module is a software service that connects with the Daénfion
can have one all the following roles:

A Translator/controller from a particular technology to the internal language (context
free grammar SDK/API) othe SGW, allowing to expose objects to all other

8C, C++, .NET, PHP, Javai are programming languages.

4SDK 1 is a software development kit with a collection of software development tools in one installable package.

STCP/IP i is an internet communications protocol suite used on the Internet and similar computer networks.

8 Daemoni in multitasking computer opating systems, a daemon is a computer program that runs as a background process.

Version 1.0 Page 12
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modules/Daemon in a common language (e.g.: KNBJE X10%, ZigBe€,
RS48%'° Modbus?, etc.).

A Translator/bridge between data exchange formats (e.g.:XXMSON?, etc)

A Processnformation/status derived from the Daemon (e.g.: face recognition)

Since all modules communicate with the daemon using TCP/IP, they can run in different
hardware platforms. This allows harnessing the processing power and other hardware
features of other achines by using a Distributed System architecture. This means that a
single SGW can be composed of multiple hardware platforms running diverse OSes.

When an internet/network connection is available the RTS (Real Time System) module
communicates periodically with a cent@bud server to control software versioning,
receiveconfiguration commands, depltigenses status update, etc.

Concurrently witht he RTS modul e the c¢client can al
availableto query/control the SGW remotely in real time witivab-basednterface.

A Cloud BackOffice isprovidedto control the deployment and maintenance of all
gateway devicedt can work with the RTS module standalone or complementary with
Acl oudo modul es.

"KNX/EIB i is an open standard (see EN 50090, ISO/IEC 14543) for commercial and domestic building automation.

8X101 is a protocol for communication among electronic devieged for home automation (domotics). It primarily uses power line wiring for sig-
nalling and control.

9 ZigBeei is an IEEE 802.15-fased specification for a suite of hitgivel communication protocols used to create personal area networks with
small, lov-power digital radios, such as for home automation, medical device data collection, and off@vésowbandwidth needs.

10RS485i also known as TIA85(A) or EIA-485, is a standard defining the electrical characteristics of drivers and receivess fiorserial com-
munications systems.

' ModBus'i is a data communications protocol originally published by Modicon (now Schneider Electric) in 1979 for use with its programma
logic controllers (PLCs).

12XML 1 Extensible Markup Language is a markup lamge that defines a set of rules for encoding documents in a format that is bothreadsan
ble and machineeadable.

13 JSON'i JavaScript Object Notation, is an open standard file format and data interchange format that usesauaiiantext to store @transmit
data objects consisting of attribitelue pairs and arrays (or other serializable values).

Version 1.0 Page 13
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2.3 GATEWAY DEVICE

Figure2 - Gateway device.

At the heart of the framework is an intelligent gateway detkigure 2) that runs a
dedicated angurposebuilt software framewor SGW) supporing low level sensor
communications compliance, datmnversionand automation process coit The
platformalsooffers a multipurpose and multifunctional development platform (SDK) for
advanced users, enabling the customisation and quick deployment of new features.

A specific set of local services (software) was developed to acquire and foenats or s 6
data. Those services run on the -premises gatewawnd providesa local control
mechanism (macros and automation) that can be used to configure and run
IF/THEN/ELSE scenarios an automated manner

Version 1.0 Page 14
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DB SENSORS MACRO
SERVICE SERVICE SERVICE

LOCAL SERVICES BROKER

‘ _—r ZIGBEE INTERFACE
RTS Cloud Connector MODBUS INTERFCAE
. WIFI INTERFACE

Subroutines
COMM HARDWARE

System Call Interface (SCI)

Linux kernel

Figure3 - Gatewaysystem architecture

When a connection to the internet is available gdtewaydevicewill try to upload the
sensor data to the Cloud Server at the defined sampling intervals. Also, it will store and
buffer the sensor records on a local databasee pi ng 3 mont hsdé wort |

The Software Services running on tgewaydevicecan be remotely updated for new
versions and functionalities, and be remotely monitored, if necessary, to allow debugging
andlive statuscheck. Thegatewaydeviceruns a Linuxbased Operating System, with
minimal hardware settings usingZagBee, Wi-Fi'* , wireless MBUS' and Ethernéf
interfaces. Some gateways also have an embed@&dndodem The SPASDK for
embedded gateways was used to develop new services in the scope of the ENCORE
project

Ve

A MQTT!® Clientservice.

A Cloud Server APl REST Connector.
A ModBus service

¥ Wi-Fi i is a family of wireless network protocols, based on the IEEE 802.11 family of standards.

5 Wireless M-BUST BUS standard (EN1375%:20142) speifies the RF communication link between water, gas, heat, and electric meters and the
data collecting devices.

16 Ethernet i is the traditional technology for connecting devices in a wired local area network (LAN) or wide area network (WAN)edt éeabl

vices to communicate with each other via a protocol, which is a set of rules or common network language.

174G1 is a local and widearea mobile platform supporting high peak data rates.

BMQTT i is an open OASIS and ISO standard (ISO/IEC 20922) lightwgigilishsubscribe network protocol that transports messages between
devices.

Version 1.0 Page 15
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A HTML parset®

For thecase studythegatewaysand sensors (hardware) are being provided by the project
partnerSmartGatewayand the software is being installed by SPA.

2.4 EDEA-CICE SENSOR NETWORK

EDEA-CICE features a proprietaglosed)SIEMENS automation solution. The solution
uses a RS48xommunication infrastructure employing a MODBUS protocol for
communication between sensors and the BMS

PC G5
LOCALIZACION: EDEA.
IP LOCAL:

20 TARJETA PC :PLC

edea.gobex.es

Yo

SQL SERVER

E g SENAL SONDAS V. PATRON
]
E é PLC MITSHUBISHI
EEm m
SENAL SONDAS V. PATRON
GOBIERNO DE EXTREMADURA
L
GOBIERNO DE EXTREMADURA SERAL Y ORDENES CAMPA
2
i

PLC ATAE
LOCALIZACION: EDEA.
IP LOCAL:

1P PUBLICA:

Figure4 - EDEACICEautomation infrastructure

9HTML parser i parsing is the process of analysing a string of symbols, either in natural language or in computer languages, aceordieg to th
of a formal grammar. HTML parsing is basically: taking in HTML code and extracting relevant information like sensgsrgadperties and other
relevant information from the html page.

20BMS 1 Building Management Service
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In a RS485etworkMODBUS uses a master/slave architecture where the server always
initiates queries, and the slaves are always monitoring the network for messages directed
to them. Each slave device has a unique address (max 32) inside its own network. Due to
the high numbr of devices on the network a range of RSdi8Sed systeraggregators
areinuseThereds no mapping information descr
(sensor/actuator) and other sensor network elements on the system technical information.

Being a tosed proprietary system and with all the technical information misgsiisg
impossible to directly link to the existing platform to retrieve the sensor readnds
making them available for any*®arty applicationlike the ENCORE platform

2.4.1 Renewalof the EDEA-CICE infrastructure automation system

Multi-
protocol
support

Simplified

Open EDEA Platform Sensor

systems add-in

Extended
API for
App Dev

Figureb ¢ Proposed key aspects for the renewed EDEKCE sensor network.

Smartgateways Ltthasworked closely with EDEACICE i Centro de Innovacion Y
Calidadde la Edificationto produce apecificationfor a callto renewal of the EDEA
CICE infrastructure automation systgimdeployan open nonproprietaryplatform, able
to support a variety girotocolsand control networks

By updating its sensor networnkfrastructureto support open protocols they will allow
the use of the sensor data within a variety of applications including the current ENCORE
platform.
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2.4.2 EDEA-CICE proprietary SensorNetwork Workaround

During the visit toEDEA-CICE we realised that although the automation system was
compl et el y cl o snedaceavithd party systeins witlaolitdviogwopay

a large fee to the original system installdiewever,we manage to finé dashboard
hosted on the lo¢aystem that produced a range of HTML pages with sensors readings.

Total Losa Térmica

(20206 c| -
e <

Total

- > R
[l <

E
X
"l
R

Total

<[
N e

IMm E=n e
[ > -
W-<
>1
[ e =
[ ] o ] = 1
[isss < >
[ ] e | =

>

I'>-IZ

\EAEA2)

©2012 Grupo G5
‘Tiempo: 0.2695 - Memoria: 2.2M8

Figure6 - EDEA CICE Sensor readings dashboard.

This locally hostedpplication presented a graphical display of the sensor reagisig
a web browseinterface Figure6).
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Figure7 - EDEA CICE dashboaneadetail (Salon)

Focusingpn t he ar ete dasibheatdggnre7) veercan see the different type
of sensorsvailable in that area together with the most recent reading from them.

The applicatio refreshes its reading values every 30 secdndseveloping an HTML
parser that looks for the relevant information ondbrved files we were able to have an
insight on the sensor readings.

div "position:absolute; top:817px; left:168px; widtbp;"><b><a "cursor:pointer" "javas-

cript: (& #39;http://localhost/ProyectoEdeal/es/scada/historicos/adv/VE38/PB.html&#39;);
"Salon- contribucion radiadoresentrada’™ " “x/a></b></div

div "position:absolute; top:855px; left:168px; width:55px;h><a "cursor:pointer" "javas-

cript: (& #39;http://localhost/ProyectoEdeal/es/scada/historicos/adv/VE39/PB.html&#39;);

"Salon- contribucion radiadoressalida™f "= /a></b></div

In the above section of the HTMkode,we can identifytwo fields important for the
parser:

A I nside deft ii Drhagkéd in(yallgnwherea textual ID for the sensor
can beretrieved.
A and the value for the current readingarked in green)

So,on the example above wercaee the temperature reading at the entry and exit of the
heat exchange system installed (humbers 5 andFégoine7).
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"position:absolute; top:673pXx; left:640px; width:55px; "cursor:pointer" "javas-
cript: (& #39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE42/PB.html&#39;);
"Salon Humedad relativa

In the example above we can seerative humidityreadingfrom the sensor installed
in that spacénumberl on Figure?).

"position:abstute; top:713px; left:640px; width:50px;* "cursor:pointer" "javas-
cript: (& #39;http://localhost/ProyectoEdeal/es/scada/historicos/adv/VE43/PB.html&#39;);
"Salon CO2"

In the code sample above we canG&e concentratiomeading from the sensor installed
in that space (numberon Figure?).

"position:absolute; top:816pieft:660px; width:50px;* “cursor:pointer" "javas-
cript: (& #39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE49/PB.html&#39;);
"Vatimetro En circuito iluminacion debon"
"position:absolute; top:853px; left:660px; width:50px;! “cursor:pointer" "javas-
cript: (&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE50/PB.htmI&#39;);

"Vatimetro En circuito enchufes del salcih®

The code sample above shows the eneamsumptiorreading for lighting and power
socketdn that space (numb&8 and 4 respectivelgn Figure?).

The developed HTML parser extracts all this sensor informatioevery update (30
seconds) ahstores thénformation according to the defined datapertiefChapteR2.1).
Storing 15 minutes average readitagethemwith MAX and MIN valuesfor the period.

The parsers amethodte xt r act t he net wor k satomaton r e a
commands to be sent to the building automation systemf or whi ch we cou
workaroundsolution

*NOTE

Due to constraintsf the EDEACICE network management and the fact that the local
server 1isndt accedsiviell ®mpewdempatriseri rctoarrl rdent
Also, the sensor information madeuld be madavailable througlthe Cloud server to

other project stakeholdedue to this network management restrictions imposed on
Spanishgovernmennetworks

2.5 SENSORS

Themain technology used for the sensors is ZigBee, but others may be implemented in
the future if needed.
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2.6

2.7

The basic sensor kit needed to collect relevant information can be redefined by the
requirements specified on the D4.7 Early Design of the-Riea¢ Edimation of Energy

and Comfort Parameters. The basic kit is composed by a collection of sensors capable of
measuring: Temperature, Humidity, Light, Movement and Electric Current.

New sensors and functionalities can be adtifiey are compatible with ZigBee.

A hardware interface for ModBusas also been implement@itendedto allow the
connection with an array of sensors deployed on the EDEA CICE by the project partner
Junta de KtremaduraA proprietary closed platform voided the use of the developed
connector A workaround with limited functionality was developedattress the sensor
data.

All these sensorare connectecand monitored/controlled by the mmemises gateway
device

CLOUD SERVER

The Cloud Server Broker is responsible for managing and storing sensor data and
information.

On the top layer, a REST API was implemented for sharing and manipulating data. The
REST API definition is compatible with the OpenAPétandard ad is available to the
public under the CC B¥WC-SA 4.0 license.

The server is implemented on a LAMP system.

SECURITY

All data exchanged between the Gateway and the Cloud Server is encrypted using the
Advanced Encryption Standard (AES), this has beentaddgy the U.S. government and
is now used worldwide.

The algorithm described by AES is a symmekiéy algorithm, meaning that the same
key is used for both encrypting and decrypting the data. Concurrently a Blockchain
setup can be used to increaseus&r and to have a historical record (ledger book).

21 OpenAPI i Defines a standard, languagegnostic interface to RESTful APIs which allows both humans and computers to discover and understand
the capabilities of the service without access to source code, documentation, or through network traffic inspection.

22Blockchain T is a system of recording information in a way that makes it difficult or impossible to change, hack, or cheat the systéuhairbloc

is essentially a digital ledger of transactions that is duplicated and distributed across the entire netwgrltef sgstems on the blockchain.
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3. SHARING DATA WITH OTHER ENCORE PLATFORM MODULES

Regarding the communication/exchange datemat, the Cloud Server accepts and
implements 3 standards.

A JSON- lightweight datainterchange format. It isasy for humans to read and
write. It is easy for machines to parse and generate. It is based on a subset of the
JavaScript Programming Language Standard E€242 3rd Edition December
1999.

A XML - Extensible Markup Language is a simple, very flexible fixxhat derived
from SGML (ISO 8879). Originally designed to meet the challenges oftaaje
electronic publishing, XML is also playing an increasingly important role in the
exchange of a wide variety of data on the Web and elsewhere.

A YAML - is a humanfriendly data serialisation standard for all programming
languages, and targets many of the same communications applications as XML,
but has a minimal syntax which intentionally differs from SGML

When a HTTP request is niyged the adlkee $ervd
indicate the media type of the resouaoelthe format of the returned content to the client.
By default, the JSON format is used if nonspecifically requested

A ContentType: applicatiorjgon.
A ContentType: applicatiordml.

A ConteniType: application/yaml

3.1 REST APl METHOD DESCRIPTION

The need for a REST API was identified and discussed, in previous meetings, with all
partners. In result, an early prototype for the API REST Cloud server and data acquisition
software was deveped by SPA and shared with all, for testing and integration with other
ENCORE services/engines/apps.

The REST API implements four HTTP main methods as described below.

3.1.1 POST

The POST APIs is used to create new subordinate resources, e.g., a file imstdoodi

a directory containing it or a row is subordinate to a database table. Talking strictly in
terms of REST, POST methods are used to create a new resource into the collection of
resources. Ideally, if a resource has been created on the origin sevesponse should

be HTTP response code 201 (Created), should contain an entity which describes the status
of the request and refers to the new resource, and a location header. Many times, the
action performed by the POST method might not result is@uree that can be identified
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by a URF3. In this case, either HTTP response code 200 (OK) or 204 (No Content) is the
appropriate response status. Responses to this method are not cacheable unless the
response includexndpmpr depsrdr ahtéeda djedra cfhieel d s .

Please note that POST is neither safe nor idempotent, and invoking two identical POST
requests will result in two different resources containing the same information (except
resource ids).

3.1.2 GET

All relevant information regarding gatewaysd sensors data can be queried and retrieved

by means of an HTTP GET requests. As GET requests do not change the state of the
resource, they considered safe methods. Additionally, GET APIs should be idempotent,
which means that making multiple identicalquests must produce the same result every
time until another AP1 (POST or PUT) has changed the state of the resource on the server.
If the RequestJRI refers to a dataroducing process, it is the produced data which shall

be returned as the entity irhé response and not the source text of the procedsssin

that text happens to be the output of the process.

For any given HTTP GET API, if the resource is found on the server, then it must return
HTTP response code 200 (OK)long with the response bgdwith JISON content. In

case resource is NOT found on server then it must return HTTP response code 404 (NOT
FOUND).

3.1.3 PUT

The PUT APIs is primarily used to update existing resources (if the resource does not
exist, then the APl may decide to create a nesource or not based on the login
permissions). If a new resource has been created by the PUT API, the origin server MUST
inform the user agent via the HTTP response code 201 (Created) response and if an
existing resource is modified, either the 200 (OKR64 (No Content) response codes
SHOULD be sent to indicate successful completion of the request. If the request passes
through a cache and the Requd&l identifies one or more currently cached entities,
those entries SHOULD be treated as stale. Resgdnghis method are not cacheable

This method will be implemented in the future for allowing setting andaip of relevant
information regarding sensors and gateways (exp: floor location, address, etc).

3.1.4 DELETE

As the name applies, DELETE APIs are useddelete resources (identified by the
RequestJRI). A successful response of DELETE requests SHOULD be HTTP response
code, namely 200 (OK) if the response includes an entity describing the status, 202
(Accepted) if the action has been queued, or 204 (biatedt) if the action has been
performed but the response does not include an entity.

DELETE operations are idempotent. I f you
collection of resources. Repeatedly calling DELETE API on that resource will not change

2ZBURITisa string of characters that unambiguously identifies a particular resource.
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the outcomé& however, calling DELETE on a resource a second time will return a 404
(NOT FOUND) since it was already removed. Some may argue that it makes the
DELETE methodnom dempotent . |1 to6s a matter of di

If the request peses through a cache and the Regqu@dtidentifies one or more currently
cached entities, those entries SHOULD be treated as stale. Responses to this method are
not cacheable.

This method will be implemented in future for allowing setting and updatelenfare
information regarding sensors and gateways (exp: floor location, address, etc).

3.1.5 Building Monitoring ServiceREST API Documentation and User Guide

The REST API documentation can be viewed at the address:

https://spacloud.eu/public/9786582aaf93e/assets/api rest docs.html

Figure8 - Online APl documentation.

There is also an online tool thaltows the users to make live REST API calls and view
the results without the need to write software code. The tool is accessible at the address:
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