
 

Project Partners: 
ATB Bremen, TALOS RTD, Universitá delle Marche, Universidad de la Laguna, University of Zagreb, 

Laurentia, SPA, SmartGateways, ETH Zurich, Junta de Extremadura, CNR-ISTI 
 

Every effort has been made to ensure that all statements and information contained herein are accurate, 
however the ENCORE Project Partners accept no liability for any error or omission in the same.  

 
© 2021 Copyright in this document remains vested in the ENCORE Project Partners. 
 

 

This project has received funding from the European Unionôs Horizon 2020 research and 
innovation programme under grant agreement No  820434 

 

 

 

 
ENergy aware BIM Cloud Platform in a COst-effective 

Building REnovation Context 
 

Project Number 820434 

 

D4.6 Full Building Monitoring & Diagnostics Services 
(BM) prototype 

 

Version 1.0 

09/21 

Final 

 

Public Distribution 

SPA Ltd 

Ref. Ares(2021)6804310 - 05/11/2021



D4.6 Full Building Monitoring & Diagnostics  
Services (BM) prototype  

 

Version 1.0 Page 2 
Confidentiality: Public Distribution 

PROJECT PARTNER CONTACT INFORMATION  

ATB 

Sebastian Scholze 

Wiener Straße 1 

28359 Bremen  

Germany 

Tel: +49 421 22092 0 

E-mail: scholze@atb-bremen.de 

TALOS 

Melinda Kuthy 

Diogenous 1, BLOCK A EGOMI 

2404 LEFKOSIA 

Cyprus 

Tel: +35 357 224 543 33 

E-mail: mk@talos-rtd.com 

Universitá delle Marche 

Andrea Bonci 

Piazza Roma, 22 

60121 Ancona 

Italy 

Tel: +39 07122021 

E-mail: a.bonci@univpm.it 

Universidad de la Laguna 

Norena Martín Dorta 

Molinos de Agua S/N 

38071 La Laguna (Tenerife) 

Spain 

Tel: +34 922319545 

E-mail: nmartin@ull.edu.es 

University of Zagreb 

Stjepan Bogdan 

Unska, 3 

10000 Zagreb 

Croatia 

Tel: +385-1-6129728 

E-mail: stjepan.bogdan@fer.hr 

Laurentia  

Sergio Muñoz 

Plaza Honduras 9, 1 

46022, VALENCIA  

Spain 

Tel: +34 666 708 965 

E-mail: sergio.munoz@laurentia.es 

SPA 

Helder Moreira 

RUA 24 DE FEVEREIRO LOTE 9, 

5000 410, VILA REAL 

Portugal 

Tel: +35 193 408 2429 

E-mail: t.fernando@salford.ac.uk 

SmartGateways 

Dulcidio Coelho 

31 SACKVILLE STREET 

M1 3LZ, MANCHESTER 

United Kingdom 

Tel: +44 779 107 2325 

E-mail: dfcoelho@smartgateways.co.uk 

ETH Zurich  

Ajad Chhatkuli 

Raemistrasse 101 

8092 ZUERICH 

Switzerland 

Tel: +41 4463 45350 

E-mail: ajad.chhatkuli@vision.ee.ethz.ch 

Junta de Extremadura 

Sagrario Conejero 

AVENIDA DE LAS AMÉRICAS 2 

06800 Mérida 

Spain 

Tel: +34 92 400 41 00 

E-mail: sagrarioconejero@proyectoedea.com 

CNR-ISTI  

Paolo Cignoni 

PIAZZALE ALDO MORO 7 

00185 Roma 

Italy 

Tel: +39 6499 33038 

E-mail: p.cignoni@isti.cnr.it 

 

 



D4.6 Full Building Monitoring & Diagnostics  
Services (BM) prototype  

 

Version 1.0 Page 3 
Confidentiality: Public Distribution 

  

EXECUTIVE SUMMARY  

The ENCORE project aims to increase the share of renovated stock in Europe and 

worldwide by providing effective and affordable BIM tools that cover the whole 

renovation life-cycle. The tools shall support all the actors in the renovation process, 

facilitating cost-effective renovation projects, achieving higher energy efficiency and 

comfort levels. 

This deliverable describes the Building Monitoring & Diagnostics Services (BMoS) 

platform. The BMoS is considered an External System as defined by the ENCORE 

architecture in Deliverable D1.4.  

This document presents a Sensor Network demonstrator, capable of monitoring 

environmental, energy consumption and user behaviour variables to support energy 

efficiency and comfort parameters optimization throughout a building lifecycle. 

The service REST API is presented in detail supported with programming examples to 

allow the consortium partners to develop other services that consume the data KPIôs 

produced by the described sensor network platform. 
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ABBREVIATIONS  

4G (LTE)  Is a local- and wide-area mobile platform supporting high peak data rates. 

API Is a computing interface which defines interactions between multiple 

software intermediaries. It defines the kinds of calls or requests that can 

be made, how to make them, the data formats that should be used, the 

conventions to follow. 

Blockchain Is a system of recording information in a way that makes it difficult or 

impossible to change, hack, or cheat the system. A blockchain is essen-

tially a digital ledger of transactions that is duplicated and distributed 

across the entire network of computer systems on the blockchain. 

 

BMS 

 

 

Stands for Building Management System, otherwise known as a building 

automation system (BAS). 

Daemon In multitasking computer operating systems, a daemon is a computer pro-

gram that runs as a background process. 

 

Ethernet Is the traditional technology for connecting devices in a wired local area 

network (LAN) or wide area network (WAN). It enables devices to com-

municate with each other via a protocol, which is a set of rules or com-

mon network language. 

 

HTTP Is a protocol that defines a sequence of network request-response trans-

actions. 

 

ISO 

 

Stands for International Organization for Standardization. 

JSON JavaScript Object Notation is an open standard file format and data inter-

change format that uses human-readable text to store and transmit data 

objects consisting of attributeïvalue pairs and arrays (or other serializa-

ble values). 

 

KNX/EIB  Is an open standard (see EN 50090, ISO/IEC 14543) for commercial and 

domestic building automation. 

 

LAMP  Is an acronym of the names of its original four open-source components: 

the Linux operating system, the Apache HTTP Server, the MySQL rela-

tional database management system (RDBMS), and the PHP program-

ming language. 

 

M2M  Means direct communication between devices using any communications 

channel, including wired and wireless. 
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Modbus Is a data communications protocol originally published by Modicon (now 

Schneider Electric) in 1979 for use with its programmable logic control-

lers (PLCs). 

 

MQTT  Is an open OASIS and ISO standard (ISO/IEC 20922) lightweight, pub-

lish-subscribe network protocol that transports messages between de-

vices. 

 

OpenAPI Defines a standard, language-agnostic interface to RESTful APIs which 

allows both humans and computers to discover and understand the capa-

bilities of the service without access to source code, documentation, or 

through network traffic inspection. 

 

RESTfull  Is a software architectural style that defines a set of constraints to be used 

for creating Web services. Web services that conform to the REST archi-

tectural style, called RESTful Web services, provide interoperability be-

tween computer systems on the Internet. 

 

RS485 Also known as TIA-485(-A) or EIA-485, is a standard defining the elec-

trical characteristics of drivers and receivers for use in serial communica-

tions systems. 

 

SDK Is a software development kit with a collection of software development 

tools in one installable package. 

 

SGW SmartGateways platform framework. 

 

TCP/IP Is an internet communications protocol suite used on the Internet and 

similar computer networks. 

 

URI is a string of characters that unambiguously identifies a particular re-

source. 

 

WebSocket Is a computer communications protocol, providing full-duplex communi-

cation channels over a single TCP connection. 

 

Wi-Fi Is a family of wireless network protocols, based on the IEEE 802.11 fam-

ily of standards. 

 

Wireless M-BUS Standard (EN13757-4:2014-2) specifies the RF communication link be-

tween water, gas, heat, and electric meters and the data collecting de-

vices. 

 

X10 Is a protocol for communication among electronic devices used for home 

automation (domotics). It primarily uses power line wiring for signalling 

and control. 
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XML  Extensible Markup Language is a markup language that defines a set of 

rules for encoding documents in a format that is both human-readable 

and machine-readable. 

 

Zigbee Is an IEEE 802.15.4-based specification for a suite of high-level commu-

nication protocols used to create personal area networks with small, low-

power digital radios, such as for home automation, medical device data 

collection, and other low-power low-bandwidth needs, designed for 

small scale projects which need wireless connection. 
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1. INTRODUCTION  

1.1 DOCUMENT PURPOSE 

The main objective of ENCORE is to increase the share of renovated stock in Europe and 

Worldwide by providing effective and affordable BIM tools that cover the whole 

renovation life cycle (from data collection to project execution, commission/delivery, and 

performance monitoring). Building energy retrofit works are conducted to improve 

energy efficiency (EE), and reduce environmental footprint, while improving indoor 

environmental quality (IEQ) (i.e., thermal, acoustic, visual, comfort, indoor air quality, 

health, etc.) and the overall existing building quality (building materials, components, 

equipment properties and performances being obviously subject to decay). The objective 

of the work described on this report is to provide the necessary tools to implement the 

building monitoring service to access in real-time the energy and comfort performance of 

a building. 

Work package 4 main objective is to design, implement and test the energy savings and 

simulation services. This work package provides the necessary tools to retrofit the 

findings of the models into the Knowledge Extraction and Object Enhancement service 

(KEES -WP2) and Construction Project Management Sub-system (CPMS - WP3). This 

WP also provides the monitoring and diagnostic service (eBPMS) for the whole life of 

the building, to ensure the non-degradation of the EE and Comfort parameters. This work 

package also enhances the ontology produced on Task 2.4 enhancing it the EE parameters.  

The main goal of the deliverable D4.6 Building Monitoring & Diagnostics Services (BM) 

prototype is to develop tools for continuous monitoring of energy consumption and 

comfort parameters, and to store this data in the cloud. The data is accessible to other 

ENCORE services/engines/apps part of the overall platform. 

This document refers to the work done on the T4.3 and the overall explanation of 

developed functionalities. 

1.2 DOCUMENT STRUCTURE  

This deliverable presents the main components and specifications for the development of 

a Building Monitoring platform. 

Á Starting on the methodology to collect and store sensor data. 

Á Presenting the SmartGateways development framework for addressing system and 

data interoperability of sensor networks.  

Á Addressing the limitations of the pilot case sensor network. 

Á Describing in full detail the processes to share sensor information with other project 

service modules. 

Á Conclusions. 
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2. COLLECTING DATA FROM SENSORS 

2.1 COLLECTED DATA PROPERTIES  

The raw data acquisition is made by sensors connected to a local gateway running a Linux 

operating system. This gateway is responsible for collecting local data and send it to the 

Cloud Server for storage, formatting, and making it available to other applications by 

means of a REST1 API2. 

The gateway and sensors must be installed on the premises and must have an internet 

connection for connecting to the Cloud Server. The gateway stores data locally up to three 

months and synchronizes with the Cloud Server when an internet connection is made 

available. 

The collected data record is composed by 4 values (when applied): 

Á MAX ï The maximum value registered (value read by the sensor) during the time 

sampling period. 

Á MIN ï The minimum value registered during the time sampling period. 

Á AVG ï The average value for the current time sampling period. 

Á COUNT ï Number of readings executed during the time sampling period. 

The default time sampling period is 15 minutes and can be aggregated in multiples of 15. 

For example, when requesting data for a particular sensor reading, one of the query 

parameters is the ñdg-sizeò representing the interval size of the samples in minutes. 

 

  
 

1 REST ï is a software architectural style that defines a set of constraints to be used for creating Web services. Web ser-vices that conform to the 
REST architectural style, called RESTful Web services, provide interoperability between computer systems on the Internet. 
2 API  ï is a computing interface which defines interactions between multiple software intermediaries. It defines the kinds of calls or requests that can 

be made, how to make them, the data formats that should be used, the conventions to follow. 
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2.2 SMART GATEWAYS FRAMEWORK  

The SmartGateways framework (SGW) offers interoperability between a diverse range 

of heterogeneous devices and platforms opening the possibility of bringing ónon-

intelligentô sensors and actuators into the IoT (Internet of Things) domain to create 

intelligent applications. 

 

 

Figure 1 - SmartGateways framework. 

 

The SGW consists of an ñaggregator/proxyò Daemon running as master service and 

several client service modules. The daemon is responsible for the high-level functions 

and acts as a óMessage Brokerô for all modules. 

All modules run on separated threads and can be built with any programming language 

(C, C++, .NET, PHP, Java, etc.)3 using the context-free grammar SDK4/API for 

communications with the daemon. The service modules can run locally (on the same 

hardware) or remotely (different hardware platforms), this allows harnessing the 

processing power and other hardware features from other gateway devices using a 

Distributed System philosophy. 

All communications between the different modules and the daemon are supported by 

encrypted TCP/IP5. A Module is a software service that connects with the Daemon6. It 

can have one or all the following roles: 

Á Translator/controller from a particular technology to the internal language (context-

free grammar SDK/API) of the SGW, allowing to expose objects to all other 
 

3 C, C++, .NET, PHP, Java ï are programming languages. 
4 SDK ï is a software development kit with a collection of software development tools in one installable package. 
5 TCP/IP ï is an internet communications protocol suite used on the Internet and similar computer networks. 
6 Daemon ï in multitasking computer operating systems, a daemon is a computer program that runs as a background process. 
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modules/Daemon in a common language (e.g.: KNX/EIB7, X108, ZigBee9, 

RS48510, Modbus11, etc.). 

Á Translator/bridge between data exchange formats (e.g.: XML12, JSON13, etc.) 

Á Process information/status derived from the Daemon (e.g.: face recognition) 

Since all modules communicate with the daemon using TCP/IP, they can run in different 

hardware platforms. This allows harnessing the processing power and other hardware 

features of other machines by using a Distributed System architecture. This means that a 

single SGW can be composed of multiple hardware platforms running diverse OSes. 

When an internet/network connection is available the RTS (Real Time System) module 

communicates periodically with a central cloud server to control software versioning, 

receive configuration commands, deploy licenses, status update, etc. 

Concurrently with the RTS module the client can also use one of the ñcloudò modules 

available to query/control the SGW remotely in real time with a web-based interface. 

A Cloud BackOffice is provided to control the deployment and maintenance of all 

gateway devices. It can work with the RTS module standalone or complementary with 

ñcloudò modules. 

 

  
 

7 KNX/EIB  ï is an open standard (see EN 50090, ISO/IEC 14543) for commercial and domestic building automation. 
8 X10 ï is a protocol for communication among electronic devices used for home automation (domotics). It primarily uses power line wiring for sig-
nalling and control. 
9 ZigBee ï is an IEEE 802.15.4-based specification for a suite of high-level communication protocols used to create personal area networks with 

small, low-power digital radios, such as for home automation, medical device data collection, and other low-power low-bandwidth needs. 
10 RS485 ï also known as TIA-485(-A) or EIA-485, is a standard defining the electrical characteristics of drivers and receivers for use in serial com-

munications systems. 
11 ModBus ï is a data communications protocol originally published by Modicon (now Schneider Electric) in 1979 for use with its programmable 
logic controllers (PLCs). 
12 XML  ï Extensible Markup Language is a markup language that defines a set of rules for encoding documents in a format that is both human-reada-

ble and machine-readable. 
13 JSON ï JavaScript Object Notation, is an open standard file format and data interchange format that uses human-readable text to store and transmit 

data objects consisting of attributeïvalue pairs and arrays (or other serializable values). 
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2.3 GATEWAY DEVICE  

 

 

Figure 2 - Gateway device. 

  

At the heart of the framework is an intelligent gateway device (Figure 2) that runs a 

dedicated and purpose-built software framework (SGW) supporting low level sensor 

communications compliance, data conversion and automation process control. The 

platform also offers a multipurpose and multifunctional development platform (SDK) for 

advanced users, enabling the customisation and quick deployment of new features. 

A specific set of local services (software) was developed to acquire and format sensorsô 

data. Those services run on the on-premises gateway and provides a local control 

mechanism (macros and automation) that can be used to configure and run 

IF/THEN/ELSE scenarios in an automated manner. 
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Figure 3 - Gateway system architecture 

 

When a connection to the internet is available, the gateway device will try to upload the 

sensor data to the Cloud Server at the defined sampling intervals. Also, it will store and 

buffer the sensor records on a local database keeping 3 monthsô worth of data. 

The Software Services running on the gateway device can be remotely updated for new 

versions and functionalities, and be remotely monitored, if necessary, to allow debugging 

and live status check. The gateway device runs a Linux-based Operating System, with 

minimal hardware settings using a ZigBee, Wi-Fi14 , wireless M-BUS15  and Ethernet16 

interfaces. Some gateways also have an embedded 4G17 modem. The SPA SDK for 

embedded gateways was used to develop new services in the scope of the ENCORE 

project: 

Á MQTT18 Client service. 

Á Cloud Server API REST Connector. 

Á ModBus service. 

 
14 Wi-Fi ï is a family of wireless network protocols, based on the IEEE 802.11 family of standards. 
15 Wireless M-BUS ï BUS standard (EN13757-4:2014-2) specifies the RF communication link between water, gas, heat, and electric meters and the 

data collecting devices. 
16 Ethernet ï is the traditional technology for connecting devices in a wired local area network (LAN) or wide area network (WAN). It enables de-
vices to communicate with each other via a protocol, which is a set of rules or common network language. 
17 4G ï is a local- and wide-area mobile platform supporting high peak data rates. 
18 MQTT  ï is an open OASIS and ISO standard (ISO/IEC 20922) lightweight, publish-subscribe network protocol that transports messages between 
devices. 
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Á HTML parser19 

For the case study, the gateways, and sensors (hardware) are being provided by the project 

partner SmartGateways and the software is being installed by SPA. 

 

2.4 EDEA-CICE  SENSOR NETWORK 

EDEA-CICE features a proprietary (closed) SIEMENS automation solution. The solution 

uses a RS485 communication infrastructure employing a MODBUS protocol for 

communication between sensors and the BMS20. 

 

Figure 4 - EDEA-CICE automation infrastructure. 

 
19 HTML parser  ï parsing is the process of analysing a string of symbols, either in natural language or in computer languages, according to the rules 

of a formal grammar. HTML parsing is basically: taking in HTML code and extracting relevant information like sensor readings, properties and other 
relevant information from the html page. 
20 BMS ï Building Management Service 
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In a RS485 network MODBUS uses a master/slave architecture where the server always 

initiates queries, and the slaves are always monitoring the network for messages directed 

to them. Each slave device has a unique address (max 32) inside its own network. Due to 

the high number of devices on the network a range of RS485 closed system aggregators 

are in use. Thereôs no mapping information describing the address for each end device 

(sensor/actuator) and other sensor network elements on the system technical information. 

Being a closed proprietary system and with all the technical information missing it is 

impossible to directly link to the existing platform to retrieve the sensor readings, and 

making them available for any 3rd party application, like the ENCORE platform.  

2.4.1 Renewal of the EDEA-CICE infrastructure automation system 

 

Figure 5 ς Proposed key aspects for the renewed EDEA-CICE sensor network. 

 

Smartgateways Ltd has worked closely with EDEA-CICE ï Centro de Innovacion Y 

Calidad de la Edification to produce a specification for a call to renewal of the EDEA-

CICE infrastructure automation system, to deploy an open, non-proprietary platform, able 

to support a variety of protocols and control networks. 

By updating its sensor network infrastructure to support open protocols they will allow 

the use of the sensor data within a variety of applications including the current ENCORE 

platform. 
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2.4.2 EDEA-CICE proprietary Sensor Network Workaround 

During the visit to EDEA-CICE we realised that although the automation system was 

completely closed and didnôt allow interface with 3rd party systems without having to pay 

a large fee to the original system installers. However, we manage to find a dashboard 

hosted on the local system that produced a range of HTML pages with sensors readings. 

 

Figure 6 - EDEA CICE Sensor readings dashboard. 

 

This locally hosted application presented a graphical display of the sensor readings using 

a web browser interface (Figure 6). 
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Figure 7 - EDEA CICE dashboard area detail (Salon). 

 

Focusing on the area ñSalonò on the dashboard (Figure 7) we can see the different type 

of sensors available in that area together with the most recent reading from them. 

The application refreshes its reading values every 30 seconds, by developing an HTML 

parser that looks for the relevant information on the served files we were able to have an 

insight on the sensor readings. 

 
<div style="position:absolute; top:817px; left:168px; width:55px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE38/PB.html&#39;);"  

title="Salon - contribucion radiadores - entrada">20.190</a></b></div>       

   

<div style="position:absolute; top:855px; left:168px; width:55px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE39/PB.html&#39;);"  

title="Salon - contribucion radiadores - salida">20.062</a></b></div>         

 

In the above section of the HTML code, we can identify two fields important for the 

parser: 

Á Inside de ñDIVò tag: ñtitleò (marked in yellow) where a textual ID for the sensor 

can be retrieved. 

Á and the value for the current reading (marked in green). 

So, on the example above we can see the temperature reading at the entry and exit of the 

heat exchange system installed (numbers 5 and 6 on Figure 7). 

 

1 

2 

3 

4 

5 

6 
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<div style="position:absolute; top:673px; left:640px; width:55px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE42/PB.html&#39;);"  

title="Salon Humedad relativa">41.888</a></b></div>         

 

In the example above we can see the relative humidity reading from the sensor installed 

in that space (number 1 on Figure 7). 

 

<div style="position:absolute; top:713px; left:640px; width:50px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE43/PB.html&#39;);"  

title="Salon CO2">399.27</a></b></div>         

  

In the code sample above we can see CO2 concentration reading from the sensor installed 

in that space (number 2 on Figure 7). 

 
<div style="position:absolute; top:816px; left:660px; width:50px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE49/PB.html&#39;);"  

title="Vatimetro En circuito iluminacion del salon">0.000</a></b></div> 

 

<div style="position:absolute; top:853px; left:660px; width:50px;"><b><a style="cursor:pointer" onclick="javas-

cript:openSubWin(&#39;http://localhost/ProyectoEdea/es/scada/historicos/adv/VE50/PB.html&#39;);" 

 title="Vatimetro En circuito enchufes del salon">0.000</a></b></div> 

 

The code sample above shows the energy consumption readings for lighting and power 

sockets in that space (numbers 3 and 4 respectively on Figure 7). 

The developed HTML parser extracts all this sensor information on every update (30 

seconds) and stores the information according to the defined data properties (Chapter 2.1). 

Storing 15 minutes average reading, together with MAX and MIN values for the period. 

The parser is a method to extract the network sensor readings it doesnôt allow automation 

commands to be sent to the building automation system, for which we couldnôt provide a 

workaround solution. 

*NOTE 

Due to constraints of the EDEA-CICE network management and the fact that the local 

server isnôt accessible over the internet the developed parser couldnôt be tested remotely. 

Also, the sensor information made could be made available through the Cloud server to 

other project stakeholders due to this network management restrictions imposed on 

Spanish government networks. 

 

2.5 SENSORS 

The main technology used for the sensors is ZigBee, but others may be implemented in 

the future if needed.  
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The basic sensor kit needed to collect relevant information can be redefined by the 

requirements specified on the D4.7 Early Design of the Real-Time Estimation of Energy 

and Comfort Parameters. The basic kit is composed by a collection of sensors capable of 

measuring: Temperature, Humidity, Light, Movement and Electric Current. 

New sensors and functionalities can be added if  they are compatible with ZigBee. 

A hardware interface for ModBus has also been implemented intended to allow the 

connection with an array of sensors deployed on the EDEA CICE by the project partner 

Junta de Extremadura. A proprietary closed platform voided the use of the developed 

connector. A workaround with limited functionality was developed to access the sensor 

data. 

All these sensors are connected and monitored/controlled by the on-premises gateway 

device. 

 

2.6 CLOUD SERVER 

The Cloud Server Broker is responsible for managing and storing sensor data and 

information. 

On the top layer, a REST API was implemented for sharing and manipulating data. The 

REST API definition is compatible with the OpenAPI21 standard and is available to the 

public under the CC BY-NC-SA 4.0 license. 

The server is implemented on a LAMP system. 

 

2.7 SECURITY  

All data exchanged between the Gateway and the Cloud Server is encrypted using the 

Advanced Encryption Standard (AES), this has been adopted by the U.S. government and 

is now used worldwide.  

The algorithm described by AES is a symmetric-key algorithm, meaning that the same 

key is used for both encrypting and decrypting the data. Concurrently a Blockchain22 

setup can be used to increase security and to have a historical record (ledger book). 

 

 
21 OpenAPI ï Defines a standard, language-agnostic interface to RESTful APIs which allows both humans and computers to discover and understand 

the capa-bilities of the service without access to source code, documentation, or through network traffic inspection. 
22 Blockchain ï is a system of recording information in a way that makes it difficult or impossible to change, hack, or cheat the system. A blockchain 
is essentially a digital ledger of transactions that is duplicated and distributed across the entire network of computer systems on the blockchain. 
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3. SHARING DATA  WITH  OTHER ENCORE PLATFORM  MODULES 

Regarding the communication/exchange data-format, the Cloud Server accepts and 

implements 3 standards. 

Á JSON - lightweight data-interchange format. It is easy for humans to read and 

write. It is easy for machines to parse and generate. It is based on a subset of the 

JavaScript Programming Language Standard ECMA-262 3rd Edition - December 

1999. 

Á XML - Extensible Markup Language is a simple, very flexible text format derived 

from SGML (ISO 8879). Originally designed to meet the challenges of large-scale 

electronic publishing, XML is also playing an increasingly important role in the 

exchange of a wide variety of data on the Web and elsewhere. 

Á YAML - is a human friendly data serialisation standard for all programming 

languages, and targets many of the same communications applications as XML, 

but has a minimal syntax which intentionally differs from SGML  

When a HTTP request is made to the server, the ñContent-Typeò header field is used to 

indicate the media type of the resource and the format of the returned content to the client. 

By default, the JSON format is used if none is specifically requested. 

Á Content-Type: application/json. 

Á Content-Type: application/xml. 

Á Content-Type: application/yaml. 

 

3.1 REST API  METHOD DESCRIPTION  

The need for a REST API was identified and discussed, in previous meetings, with all 

partners. In result, an early prototype for the API REST Cloud server and data acquisition 

software was developed by SPA and shared with all, for testing and integration with other 

ENCORE services/engines/apps.  

The REST API implements four HTTP main methods as described below. 

3.1.1 POST 

The POST APIs is used to create new subordinate resources, e.g., a file is subordinate to 

a directory containing it or a row is subordinate to a database table. Talking strictly in 

terms of REST, POST methods are used to create a new resource into the collection of 

resources. Ideally, if a resource has been created on the origin server, the response should 

be HTTP response code 201 (Created), should contain an entity which describes the status 

of the request and refers to the new resource, and a location header. Many times, the 

action performed by the POST method might not result in a resource that can be identified 
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by a URI23. In this case, either HTTP response code 200 (OK) or 204 (No Content) is the 

appropriate response status. Responses to this method are not cacheable unless the 

response includes appropriate óCache-Controlô or óExpiresô header fields. 

Please note that POST is neither safe nor idempotent, and invoking two identical POST 

requests will result in two different resources containing the same information (except 

resource ids). 

3.1.2 GET 

All relevant information regarding gateways and sensors data can be queried and retrieved 

by means of an HTTP GET requests. As GET requests do not change the state of the 

resource, they considered safe methods. Additionally, GET APIs should be idempotent, 

which means that making multiple identical re-quests must produce the same result every 

time until another API (POST or PUT) has changed the state of the resource on the server. 

If the Request-URI refers to a data-producing process, it is the produced data which shall 

be re-turned as the entity in the response and not the source text of the process, un-less 

that text happens to be the output of the process. 

For any given HTTP GET API, if the resource is found on the server, then it must return 

HTTP response code 200 (OK) ï along with the response body, with JSON content. In 

case resource is NOT found on server then it must return HTTP response code 404 (NOT 

FOUND). 

3.1.3 PUT 

The PUT APIs is primarily used to update existing resources (if the resource does not 

exist, then the API may decide to create a new resource or not based on the login 

permissions). If a new resource has been created by the PUT API, the origin server MUST 

inform the user agent via the HTTP response code 201 (Created) response and if an 

existing resource is modified, either the 200 (OK) or 204 (No Content) response codes 

SHOULD be sent to indicate successful completion of the request. If the request passes 

through a cache and the Request-URI identifies one or more currently cached entities, 

those entries SHOULD be treated as stale. Responses to this method are not cacheable 

This method will be implemented in the future for allowing setting and up-date of relevant 

information regarding sensors and gateways (exp: floor location, address, etc). 

3.1.4 DELETE  

As the name applies, DELETE APIs are used to delete resources (identified by the 

Request-URI). A successful response of DELETE requests SHOULD be HTTP response 

code, namely 200 (OK) if the response includes an entity describing the status, 202 

(Accepted) if the action has been queued, or 204 (No Content) if the action has been 

performed but the response does not include an entity. 

DELETE operations are idempotent. If you DELETE a resource, itôs removed from the 

collection of resources. Repeatedly calling DELETE API on that resource will not change 
 

23 URI  ï is a string of characters that unambiguously identifies a particular resource. 
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the outcome ï however, calling DELETE on a resource a second time will return a 404 

(NOT FOUND) since it was already removed. Some may argue that it makes the 

DELETE method non-idempotent. Itôs a matter of discussion and personal opinion. 

If the request passes through a cache and the Request-URI identifies one or more currently 

cached entities, those entries SHOULD be treated as stale. Responses to this method are 

not cacheable. 

This method will be implemented in future for allowing setting and update of relevant 

information regarding sensors and gateways (exp: floor location, address, etc). 

 

3.1.5 Building Monitoring Service REST API Documentation and User Guide 

The REST API documentation can be viewed at the address: 

 https://spacloud.eu/public/9786582aaf93e/assets/api_rest_docs.html 

 

 

Figure 8 - Online API documentation. 

 

There is also an online tool that allows the users to make live REST API calls and view 

the results without the need to write software code. The tool is accessible at the address: 

https://spacloud.eu/public/9786582aaf93e/assets/api_rest_docs.html





































